CYJAX

overview

Cyber Threat Intelligence

The Cyjax Platform has been developed from the
ground up, using proprietary technology designed
specifically to work with cyber threat intelligence.

Securing the Future




INTRODUCTION

Applying this innovative, Al-enabled technology, combined
with our highly experienced team of world class analysts,

the Platform allows users to easily acquire, transform and
disseminate data, instantly creating a cyber threat intelligence
looking glass. It wraps neatly around your organisation,
providing contextualised views of associated risks, and real-
time monitoring of emerging threats to your critical assets,
enabling rapid response to cyber-related events, technical

or otherwise.

HOW IT WORKS

The Cyjax Platform is an agile digital intelligence framework
built for the modern cloud. It connects internal security
incidents and events with external risk information to provide
real-world enrichment and instant threat assessments.

It comes with its own ‘app store’ that delivers the essential
components of your threat intelligence toolkit. It can be
deployed anywhere in minutes. Our team of analysts and
developers work around the clock to support and to sync

the Platform with your business needs.
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Components

THREAT INTELLIGENCE

Strategic, operational and tactical
intelligence services, with self-service
and fully managed options. Stay up-
to-date on what is happening globally
and all around your business. Monitor
your third-party supply chain. Define
dynamic strategies to keep your security
posture current and in sync with your
adversaries, using:

+ Global incident reports

+ Country risk profiling

+ Hacker, operation, security researcher
and Darknet seller profiling

- Darknet access

* Global data leaks

+ Vulnerability intelligence and
management

* Global multilingual mainstream
news aggregator

* IntelliMetrics and analytics

SOCIAL MEDIA

Keeping you plugged in across the
social media sphere and providing
up-to-date intelligence on activities

that could impact your brand reputation
or lead to an attack. Features include:

- Digital profiling (Executive)

+ Social media monitoring

+ Real-time sentiment analysis
+ IntelliMetrics and analytics

LIVE INTELLIGENCE

The world-renowned Cyjax human
intelligence team working proactively to
protect your brand reputation and assist
during ongoing events and

crisis situations:

* Direct impact assessments

* Situational awareness reporting
* Incident support

+ Knowledge and skills gap fillers

TRAINING & SIMULATION

The Cyjax training and simulation
feature is designed to promote and

test security awareness and situational
readiness throughout your organisation.
A suite of tools and services to

maintain an effective awareness
program year-round.

PHISHING SIMULATOR

Craft and distribute realistic phishing
campaigns to test awareness and
system readiness

SOC readiness test
Dynamic scenarios planned to
test system and staff readiness

Basic awareness training
Tailored workshops aimed at
raising awareness

BREACH ALERT

Drawing from darknet, deepweb,

and clearnet sources and making use

of advanced methods and awardwinning
technologies to ensure you are the

first to know when your assets have
been exposed.

SECURITY & RISK ANALYTICS
Advanced metrics designed to provide
visual output of associated risk
information combined with operational
and strategic threat intelligence.

Our custom built IntelliMetrics toolset

is designed to bring big data analytics
to every end user through simple natural
language interrogation.

APl ENDPOINT ARCHITECTURE

The Cyjax Platform can work with
almost any API endpoint architecture.
Our platform supports JSON, STIX/
TAXII and CEF formats out-the-box.

A complete developer guide and control
framework enables ad hoc integrations
between platforms. Our development
team is also on hand to assist. Available
integrations exist for the following:

* Qradar

+ HP Arcsight

* Splunk

< IBM 12

* Any third-party platform with
REST API support

It wraps neatly around your organisation, providing
contextualised views of associated risk and realtime
monitoring of emerging threats to your brand assets,
enabling rapid response to cyber-related events.



We aim to safeguard your data and secure your future.

Our mission is to be the preeminent supplier of digital threat
intelligence for enterprises, SMEs and governments around
the world. Established in 2012, Cyjax has built a reputation
for producing world class cyber threat intelligence across

a broad range of areas.

We have developed our own innovative technology from
the ground up. This, combined with years of experience

in the intelligence community, has led to Cyjax evolving into
a class-leading digital security and intelligence company.
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