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Dear Clients,

We have made some exciting new enhancements to our service over the past several months and wanted to outline

them to you. Firstly, however, we hope that you are all doing well during what has been a difficult time, made no

easier by the associated malicious cyber activity. Looking ahead to 2021, we will maintain our efforts to ensure you

are able to make informed business decisions and better protect your organisation.

So what's new? Our attack surface and domain monitoring services continue to improve, and we have now rolled

out a new global search facility. You will also notice that we have tweaked our IOC search facility which will allow

you to check against Cyjax incident reports, as well as various reputation lists. Finally, we are offering more

compelling ways to visualise our data along with even more pre-built dashboards that will aid in your operations.

New Cyjax Platform Technology

MITRE ATT&CK Heat Maps

Heat map widgets

Global maps

Enhancements to IR widgets

Global search

IOC front-end

Brand new collaboration feature

Enhanced threat actor profiles

HaveIBeenPwned

MITRE ATT&CK Heat Maps

We have been mapping to the MITRE ATT&CK framework for most of 2020. However, we wondered, what if you

could visualise ATT&CK behaviour from a higher level using a heatmap and run that against a specific vertical or

threat actor? As such, we have delivered the ability to do just that using our brand new MITRE ATT&CK heatmap

widgets:
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To create a MITRE ATT&CK heatmap, please refer to the documentation here.

Heat map widgets

We have also rolled out a heatmap widget which will allow you to visualise other types of data over a given period of

time. For example, if you wanted to visualise ransomware over the past six months, you can do that quite effectively,

as shown below:
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To create a Heatmap widget, please refer to the documentation here.

Global maps

You can now visualise content specific to incident reports on a global map widget, as follows:
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To create a Global map widget, please refer to the documentation here.

Enhancements to IR widgets - severity scores, vulnerabilities, threat actors

We have made some enhancements to our Incident Report widgets - you can now visualise additional information

in table widgets, including severity scores, vulnerabilities, and threat actors associated with any particular incident.
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Enhanced and redesigned incident reports

We have made some changes to the design of our incident reports. You will notice a clearer aesthetic to the reports

that we hope will enable you to better visualise the information contained within them.
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Global search

We are extremely happy to introduce our global search functionality to the platform. You will now be able to

effectively search across the various data stores and pull back results:

If we add "ransomware" as a search term, you can expect the results below, filtering across all our data stores and

then displayed as shown below. You can then untick the box next to the specific data store that you don't want to

visualise in the results.
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IOC front-end

We have rolled out a new Indicators of Compromise search facility. Explore indicators across the range of our

reports, various reputation lists, and threat feeds, including DHS Automated Indicator Sharing and Open Threat

Exchange.
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Further, you will be able to see how often each indicator occurs across our sources. For example, if we run an IP

address as follows, you can see how many the number of sightings by our various sources:
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Brand new collaboration feature

This will allow you to make comments on reports and share with them with other members of your group. The

group collaboration feature is available both for Incident Reports and Live Intelligence. These comments will only

exist within your own group - they will not be shared with Cyjax or any other group we control. If you need to

collaborate with our team, you should use the 'Start conversation' link located just above the blue box in the top-

righthand corner of an incident report.
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Public dashboards

We continue to develop our public dashboards with a view to helping you better operationalise the threat

information. These dashboards may be copied and then further customised according to your exact requirements.

The following dashboards are available:

• Malware monitoring dashboard

• Hacking and carding forums dashboard

• Vulnerabilities and exploit dashboard
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• News brief dashboard

• COVID-19 monitoring dashboard

• Fraudulent activity dashboard

• APT/State-sponsored/high-risk

• Reddit & 4Chan dashboard

• Single pane dashboard

• Weekly Threat Landscape dashboard

• MITRE ATT&CK dashboard

Platform documentation

We have overhauled all of our platform documentation, including the Help Hub and the Developer Guide. You will

find everything you need to know about the Cyjax platform and how to make use of the APIs, obtain your personal

access tokens and any information around integrations we offer.

Help Hub: https://cymon.co/help

Developer Guide: https://cymon.co/development
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The HIBP integration is slated for release in February 2021.

We have been reaching out to all clients ahead of this update to inform you of the changes to the service. However,

if you have any issues or you would like a further session to clarify further anything contained in this update, please

get in touch.

Thank you for your continued trust in Cyjax.

Serge Palladino (sp@cyjax.com)
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STATEMENT OF CONFIDENTIALITY

This document contains confidential trade secrets and 

proprietary information of Cyjax Limited. The recipient 

is expected to treat this document as they would their own 

confidential internal material. Neither this document, nor any 

diagrams contained in this document, may be disclosed to any 

person outside of the recipient’s organisation without express 

written permission from Cyjax Limited. By accepting this 

document, the recipient affirms that they will comply with 

these expectations. 

Cyjax Limited, Registered in England and Wales no 08302026. 

Registered Office Suite 53 Peek House, 20 Eastcheap, London EC3M 1EB. 

United Kingdom. 

Cyjax Limited
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